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This guide provides a procedure for initially configuring your Internet Explorer (IE) browser to use Flash Chat.

Note: If you plan to use Chat with cobrowse, you and the patron must use a Windows-based operating system and
Internet Explorer 7.0 or higher. While this guide contains references for setting up IE 6, we encourage you to upgrade to a
newer version of IE if possible.

You may use other browsers and operating systems with Chat, however, you will not be able to use cobrowse
along with Chat.
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System Requirements for Chat Librarians wanting to use cobrowse

Microsoft Windows XP or higher

A web browser with JavaScript enabled: Microsoft Internet Explorer 6 or higher
A high speed connection to the internet

Adobe Flash Player: Version 9 or higher

A Java Virtual Machine

agrONE

The following combinations of Internet Explorer and Java Virtual Machine have been successfully tested with our
cobrowse functionality.

Browser Java version
Internet Explorer 6 Microsoft Java Virtual Machine
Internet Explorer 6 Oracle Java Version 6 Update 7
Internet Explorer 7 Microsoft Java Virtual Machine
Internet Explorer 7 Oracle Java Version 6 Update 7
Internet Explorer 8 Oracle Java Version 6 Update 7

Internet Explorer 9 Oracle Java Version 6 Update 7



Note Oracle Version 6 Update 7 is NOT the latest version of Java available. It is however the most recent version that is
compatible with the cobrowse module.

System Requirements for a Patron to use full cobrowse

Microsoft Windows XP or higher

A web browser with JavaScript enabled: Microsoft Internet Explorer 6 or higher
A Java Virtual Machine

A connection to the internet (the faster the connection the better the experience)

pwNPE

Be sure to install Flash from the Adobe Flash download web page @
http://www.adobe.com/shockwave/download/triggerpages _mmcom/flash.html

You will need to have ActiveX turned on for this download to install. Many Internet security and antivirus programs will
block your ability to install a program using ActiveX. Please follow the directions provided by Adobe but if you are still
having problems, contact your system administrator.

Be sure to install the Java Runtime Environment by clicking on the Oracle Java Runtime Environment (includes VM) link
on the My QuestionPoint page to download the installer from http://www.oracle.com/technetwork/java/archive-
139210.html. Select the “Download JRE” link to download the installer.

S Action

1 Launch Internet Explorer.

2 Click Tools from the main toolbar then highlight and Click on Internet Options from the drop-down list.

Tools  Help
Mail and Mews L
Pop-up Blocker (3

Manage Add-ons. ..
Synchronize. ..
Windows Update

— R

‘*ahoo! Messenger
Sun Java Console

Inkernet Options. ..
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Step Action

3 Click the Settings button on the Internet Options screen.

General |Securit_l,l| F'rivac_l,ll Contentl Connectionsl F'rogramsl .&dvancedl

—Home page
% “ou can change which page to uze for your home page.
Address: Ihttp:,l',l'lii.org

Use Curent | Usze Default se Blank

— Temparary Internet files

o Pages you view on the Intemnet are stored in & special folder
@ Y for quick viewing later.

Delete Cookies... | Deletes Files... Settings... | F
 Higtary

The Histary folder contains links to pages you've visited, for
quick access to recently viewed pages.

Draps bo keep pages in hiztony: |14 3: Clear Histary |

Calors... | Fants. .. | Languages... | Accessibility...l

ak. I Cancel | Apply |

4 Click the radio button to the left of Every visit to the page, set the size of the Temporary Internet files folder to
1 MB, and Click OK.

General | Securityl F'rivacyl Eontentl Eonnectionsl F'ru:ugramsl Advancedl

«y Check For newer wersions of stored pages:
‘ {® Every visit ko the page
(o Every time wou start Internet Explorer
" Automatically
" Newer

 Temporary Inkernet files Folder

Current location:  CiDocuments and SetkingsimillertiiLocal
Settings|, Temporary Inkernet Files!

Amount of disk space ko use:

)' [ 1= me

Maove Folder. . | Wigw Files, .. | Vieww Objects. .. |

o ] |

OF. | Cancel | Spply |
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Step Action

5 Click the Privacy tab in the Internet Options window.

Internet Options @

;.General Security.J Privacy LContent‘ Connections || Programs | Advanced |

Settings

o Move the slider to select a privacy setting for the Intemet
& zone.

Medium

- Blocks third-party cookies that do not have a compact
privacy policy
- Blocks third-party cookies that use personally identifiable
L‘—l information without your implicit consent
: - - Restricts firstparty cookies that use personally identifiable
information without implicit consent

[ Sites... ][ Import... ][Advanced...]

Pop-up Blocker
Prevent most pop-up windows from appearing.

["] Block pop-ups - %

[ ok ]| cance |

Under Pop-up Blocker, remove the check in the box for Block pop-ups

6 Click the Advanced button

Internet Options ¢ @

@@Lm Securitva Privacy ‘Content‘ Connections | Programs | Advanceci |

Settings

A Move the slider to select a privacy setting for the Intemet
& zone.

Medium

- Blocks third-party cookies that do not have a compact
privacy policy
- Blocks third-party cookies that use personally identifiable
. information without your implicit consent
: - - Restricts firstparty cookies that use personally identifiable
information without implicit consent

[ Sites.... H Import... ][Advanced... ]_ t

Pop-up Blocker
@ Prevent most pop-up windows from appearing.

["] Block pop-ups %

[ ok J[ cancel ]
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Step Action

7 Under "Advanced Privacy Settings", check "Override automatic cookie handling"

Advanced Privacy Settings ) 21x|

[ 4] You can choose how cookies ate handed in the Intemet
i zone. This overndes automatic cookie handing

Cookies

o e et e e e e

b e &
o Ve

o] o |

8 Check "Always allow session cookies", and click "OK"
20l

(44 You can choose how cookies ate handed in the Intemet
i zone. This overmdes automatic cookie handing.

Cookies
[V Qvenmide automatic cookie handing

Frst-party Cookies Thed-pasty Cockies
& Accept & Agcept
€ Block C Bjock
" Prompt " Prompt
[ok ] cance
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Step Action

9 Click “OK”

Internet Options @

General Secun’ty'J Privacy | Cortent | Connections Programs Advanced |

Settings
o Move the slider to select a privacy setting for the Intemet
& zone.

Medium

- Blocks third-party cookies that do not have a compact
privacy policy
- Blocks third-party cookies that use personally identifiable
1;—' information without your implicit consent
< - - Restricts first-party cookies that use personally identifiable
information without implicit consent

[ Sites... ][ Import... ][Advanced...]

Pop-up Blocker
@ Prevent most pop-up windows from appearing.

[[] Block pop-ups k

Cox ) (dmm= )

10
Click the Advanced tab in the Internet Options window.

General |Securit_l,l| F'rivac_l,ll Eontentl Eonnectionsl F'rogramsl .-’-‘«dvancedl

—Home page
% You can change which page to use for your home page.

Address: Ihttp:,l',l'lii.org

|dse Cument | Usze Default |Jse Blank

— Temporary Internet files

oy Pages you view an the [ntermet are stored in a special folder
@& Y for quick viewing later.

Delete Cookies... |  Delete Files... Seftings...

— Hiztary

The Hiztory folder containg links to pages pou've visited, for
quick access to recently viewed pages,

Drays bo keep pages in history: |14 3: Clear History |

Colors... | Fontsz... | Languages... | Accessibility...l

QK. I Cancel | Apply |
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Step Action

11 Scroll until you see look for "Reuse windows for launching shortcuts” and uncheck that option

Internet Options

General | Security | Privacy | Content | Connections F'rl:ugrams| Advanced

Settings:

Enable Perzonalized Favarites Menu s
Enable third-party brawser extenzsions [requires restart] ]
Enable vizual styles an buttons and contralz in web pages

Farce offzcreen compasziting even under Terminal Server [reql

M atify when downloads complete

Fieuse windows for launching shartcuts-

Show friendly HT TP erar meszages —
Show friendly URLs

[v| Show Go button in Address bar

Underline links

Alvays

Hovwer

<] [<l<]<] [<l<] |

Mewver
|| Use inline AutoComplete
Ilze Pazzive FTP [for firewall and DSL modem compatibility]
w*| Use smooth scrolling hd
L4 [ »

[ Restore Defaults ]

[ 1] l[ Cancel ]

Your browser is now configured for Chat
Please see the Best practices section for tips on QuestionPoint Chat
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Step Action

1 Launch Internet Explorer.

Click the Gear icon " on the right side of the Command bar -
w & |@Home [QuestionPoint] ‘_| G0 =& ,'_n

If you do not see the command bar, you can hold down the ALT key and type O to open that menu.
Click on Internet Options from the drop-down list.

Tools  Help

«  Mail and Mews (]
' Pop-up Blocker 4
Manage Add-ons. ..

Synchronize. ..

Windows Update

—

‘ahoo! Messenger
3un Java Console

Internet Options. ..
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Step Action

3 Click the Settings button on the Internet Options screen.

Internet Options

General |Security Privacy || Content nnen:tions Programs | Advanced

Home page
/? To create home page tabs, type each address on its own line.
th

http:{fquestionpoint.org

[ [ Use current ][ Use default ” Use blank

Browsing history
”I_ Delete temporary files, history, cookies, saved passwords,

./ and web form information.
Delete... ] [ Settings ]-
Search

p Change search defaults.

Tahs
Change how webpages are displayed in
] tabs.
Appearance
[ Colors H Languages H Fonts ][ Accessibility ]
| I oK l [ Cancel ] [ Apply ]
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Step Action

4 Click the radio button to the left of Every visit to the page, set the size of the Temporary Internet files folder
to 50 MB*, and Click OK.

Temporary Internet Files and Histor‘,‘kiettingﬁ E'

Temparary Internet Files

Internet Explorer stores copies of webpages, images, and media
for faster viewing later.

Check for newer versions of stored pages:

(%) Every time I visit the webpage _
O Ewery time I start Internet Explorer

() Automatically

) Never
Disk space to use (3 - 1024MB): 5y - -
(Recommended: 50 - 250ME)

Current location:

C:\Documents and Settingsleslied\Local Settings\Temporary
Internet Filesh

[ Move folder... ] [ View objects ][ View files

History

Spedfy how many days Internet Explorer should save the list
of websites you have visited,

Days to keep pages in history: 14 |

( oK :Dhncel ]

* This is different than the settings for Internet Explorer 6 due to the way temporary Internet files are
handled by Internet Explorer 7 and Internet Explorer 8.
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Step Action

5 Click the Privacy tab in the Internet Options window.

Internet Options

General Securit':.r| Privacy |Cnntent Connections | Programs | Advanced

Settings

E-: To set a standard privacy level instead of using custom
;d) settings, didk the Default button.

Custom

- Advanced or imported settings

by

[ Sites l [ Import ] [ Advanced ] [ Default
Pop-up Blodker
j| Preventmost pop-up windows from
- appearing.
] rurn on Pop-up Blncker-
Ok ] [ Cancel

Under Pop-up Blocker, remove the check in the box for Turn on Pop-up Blocker
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Step Action

6 Click on Advanced

Internet Options

General Securit':.r| Privacy |Cnntent Connections | Programs | Advanced

Settings

E-: To set a standard privacy level instead of using custom
;‘d} settings, didk the Default button.

Custom

- Advanced or imported settings

by

[ Sites l [ Import ] [ Advanced ]!Default
Pop-up Blodker

j| Preventmost pop-up windows from Settings
- appearing.

[] turn on Pop-up Blodker

Under "Advanced Privacy Settings", check "Override automatic cookie handling"
2]

[ 4] You can choose how cookies ate handed in the Intemet
o zone. This overmdes automatic cookie

Cookies
[ Qvenide automatic cookis handing -

i G T
o ko Tk, o
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Step Action

8 Check "Always allow session cookies", and click "OK"

2%
[ 4] You can choose how cookies ate handed in the Intemet

zone. This overides automatic cookie handing
Cookies
[V Dyvemde automatic cookie handing

Festparty Cookies Thidpasty Cookies
G Accept @ Agcept
€ Block  Block
" Eromet  Promet

o] o |

9 Click the Setting button in the Tabs section

Internet Options

General |Sev:urit3r Privacy || Content nnev:tions Programs || Advanced

Home page

/? To create home page tabs, type each address on its own line.
l.
| http:/fquestionpaint.org

[ [ Use current ][ Use default ” Use blank

Browsing history

] ’I_ . Delete tempaorary files, history, cookies, saved passwords,
v ,-' and web form information.

Delete... H Settings ]
Search
p Change search defaults.
Tabs
11 Change how webpages are dsplayedn -
— s
Appearance

[ Colors ][ Languages ” Fonts ” Acressibility ]

: [ oK H Cancel ” Apply ]
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Step Action

10 Look for the "Open Links from other programs in:" section and select A new window

Tabbed Browsing Settings

Enable Tabbed Browsing (requires restarting Internet Explorer)

E@ Warn me when dosing multiple tabs

Always switch to new tabs when they are ceated

Enable Quick Tabs (requires restarting Internet Explorer)

[ ] open only the first home page when Internet Explorer starts
Open new tabs next to the current tab

Open home page for new tabs instead of a blank page

¥When a pop-up is encountered;
() Let Internet Explorer dedide how pop-ups should open
() Always open pop-ups in a new window
(¥} Always open pop-ups in a new tab

Open links from other programs in:
) A new window
(*) & new tab in the current window
() The current tab or window

[ Restore defaults 0K ] [ Cancel
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Step Action

11 | Click “OK”

Internet Options

General |Security Privacy || Content nnen:tions Programs | Advanced

Home page
/? To create home page tabs, type each address on its own line.
&
l"l- J http:{fquestionpoint.org

[ [ Use current ][ Use default ” Use blank

Browsing history

-

L Delete temporary files, history, cookies, saved passwords,
./ and web form information.

Delete... ] [ Settings ]
Search
p Change search defaults.
Tahs
Change how webpages are displayed in
tabs.
Appearance

Colors H Languages H Fonts ][ Accessibility ]

o) e ] o ]

Your browser is now configured for Chat
Please see the Best practices section for tips on QuestionPoint Chat
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Use the procedure below to configure your IE6 browser to use QuestionPoint Chat with cobrowse on the librarian side.

Step Action

1 Launch Internet Explorer.

2 Click Tools from the main toolbar then highlight and Click on Internet Options from the drop-down list.

|Tu:uo|s Help

; Mail and Mews (]

' Pop-up Blocker 4
Manage Add-ons. ..
Synchronize. ..

Windows Update

—

‘ahoo! Messenger
3un Java Console

Internet Options. ..
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Step | Action

3 Click the Settings button on the Internet Options screen.

General |Securit_l,l| F'rivac_l,ll Contentl Connectionsl F'rogramsl .&dvancedl

—Home page
% oy can change which page to use for your home page.
Address: Ihttp:,l',l'lii.org

Use Curent | Uze Default IJse Blank

— Temparary Internet files

o Pages you view on the Internet are stored in a special folder
@ Y for quick viewing later.

Delete Cookigs... | Delete Files... Settings... | F
 Histary

The Histary folder contains links to pages you've visited, for
quick access to recently viewed pages.

Draps to keep pages in hiztony: |1 4 3: Clear Histary |

Calors.... | Fantz. .. | Languages... | Accessibility...l

ak. I Cancel | Apply |

4 Click the radio button to the left of Every visit to the page, set the size of the Temporary Internet files folder
to 1 MB, and Click OK.

General | Securit_l,ll F'rivac_l,ll I:Dntentl Eonnectionsl F'n:ugramsl .t’-‘-.dvancedl

‘ Check Far newer versions of stored pages:
& ' Every visit ko the page
o Every time you stark Internet Explorer
 Automatically
— " MNever

—Temporary Internet Files Folder

Current location:  Ci\Documents and SettingsimillertjiLocal
Settings! Temparary Internet Files)

Armount of disk space ko use:

)' 1= e

Move Folder. . | Wigw Files, .. | Vieww Objects. .. |

(o | 4o |

0K | Cancel | Apply |
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Step Action

5 Click on the Security Tab
With the Internet Globe highlighted, change the slider bar to Medium*

Irternet Optic | i =l
Geraral S8Ry | Contant | Connections | Programs | Advanced |

Select & Wish content gone bo specily ibs seoaity setbings.

Localindrarest  Tousbedshes  Resfinckad

shhes
It rriet
T Boih conbsre o Wb gReg yois I i
. bt pliaced i okhsr ones
- Seourky fevel for ths pone
M he o gk the sevurity keved fior bhis zone.
- | - Medium
= Safe browrsing and shll functional
= Prompts before pobantialy unsefe content

- el controks vell nofl be downloaded
- Bppropriste Foe moskt Inbeqret sbes

Custom Lewel. | poteiee |

(o1 o | o |

*If your administrator will not allow you to adjust this setting please see Appendix B of this document
for the custom level settings they will need to apply to your browser.
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Step Action
6 Click the Privacy tab in the Internet Options window.
Internet Options

BPIX
;.General Securitylj Privacy lComerrt‘ Connections; Programs | Advanced}

Settings
o Move the slider to select a privacy setting for the Intemet
& zone.
Medium
- Blocks third-party cookies that do not have a compact
privacy policy
- Blocks third-party cookies that use personally identifiable
information without your implicit consent
- Restricts firstparty cookies that use personally identifiable
information without implicit consent
[ Sites.... ] [ Import... ] [ Advanced... ]
Pop-up Blocker

Prevent most pop-up windows from appearing.

["] Block pop-ups - %

[ ok

J( Cancel ]

Click the Advanced button

Internet Options @

@eﬁneﬁral Security'J Privacy '\Content‘ Connections | Programs | Advanceci |

Under Pop-up Blocker, remove the check in the box for Block pop-ups
7

Settings

o Move the slider to select a privacy setting for the Intemet
& zone.

Medium

- Blocks third-party cookies that do not have a compact
privacy policy

- Blocks third-party cookies that use personally identifiable
‘ information without your implicit consent

- Restricts firstparty cookies that use personally identifiable
information without implicit consent

[ Sites... H Import... ][Advanced...] _

Pop-up Blocker
@ Prevent most pop-up windows from appearing.

["] Block pop-ups %

[ ok

) o

QuestionPoint
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Step Action

8 Under "Advanced Privacy Settings", check "Override automatic cookie handling"

Advanced Privacy Settings _Uﬁl

[ 44 You can choose how cookies ate handed in the Intemet
i zone. This overndes automatic cookie handing.

Cookies
I Qvemde automac cookia handing -

5] I ko Y50 S
DI

T N

9 Check "Always allow session cookies", and click "OK"
20

{4 You can choose how cookies ate handed in the Intemet
i zone. This overndes automatic cookie handing.

- Cookies
V' Dvemde automatic cookie handing

Fastparty Cookies Tied paty Cockies
@ Accept G Agcept
C Block C Block
€ Pronet € Pronet
[ ok | come
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Step Action

10 | click the Advanced tab in the Internet Options window.

General |Security| F'rivacyl Eontentl Eonnectionsl F'roglamsl .-’-‘«dvancedl

—Home page
% You can change which page to use for your home page.

Address: Ihttp:,l',l'lii.org

|dse Cument | Uze Default |Jze Blank

 Temporary Intermet files

oy Pages you view an the [nternet are stored in a special folder
@& Y for quick viewing later.

Delete Cookies... |  Delete Files... Settings...

— Hiztary

The Hiztory folder containg links to pages you've visited, for
quick access to recently viewed pages,

Drays to keep pages in kiskany: I'I 4 3: Clear History |

Calors... | Fants... | Languages... | Accessibility...l

ok, I Cancel | Apply |

QuestionPoint 21  Guide to IE browser setup for Flash Chat



Step Action

11 Scroll until you see look for "Reuse windows for launching shortcuts” and uncheck that option

Internet Options

General | Security | Privacy | Content | Connections F'rl:ugrams| Advanced

Settings:

Enable Perzonalized Favarites Menu

Enable third-party brawser extenzsions [requires restart]

Enable vizual styles an buttons and contralz in web pages
Farce offzcreen compasziting even under Terminal Server [reql
M atify when downloads complete

Fieuse windaws for launching shartouts -

Show friendly HT TP erar meszages —
Show friendly URLs

[v| Show Go button in Address bar

Underline links

Alvays

Hovwer

[

<] [<l<]<] [<l<] |

Mewver
|| Use inline AutoComplete
Ilze Pazzive FTP [for firewall and DSL modem compatibility]
w*| Use smooth scrolling hd
| >

|~

[ Restore Defaults ]

1] l[ Cancel ]

12 Scroll until you see your options for HTTP 1.1 Settings

Make sure that you have just one selected. If your library uses a proxy server between your workstation and
the internet, then select Use HTTP 1.1 though proxy connections. If not, then select Use HTTP 1.1

é] HTTP 1.1 settings

Use HTTP 1.1
- Use HTTP 1.1 through proxy connections
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Step Action

13 Scroll until you see your options for using Java applications.

To activate Java (Sun):
1. Click to put a checkmark in the box

21 next to the setting, Use JRE . .

2. Click OK.
Genelall Securityl F'rivacyl Eontentl Eunnectiunsl Programs Advanced
Settings:
Uze HTTP 1.1 ;l
[] Use HTTF 1.1 thraugh prosy connections /

o Java [Sun)
Usze JRE 1.5.0_0E for < applet> [reguires restart]
I[Ea Microsoft Wi
O Java console enabled [requires restart)
O Jawa loaging enabled
O T compiler for wirtual machine enabled [iequires restart)

FidnmeEda

Enable Autarmatic Image Resizing
Enable Image Toolbar [reguires restart)
Flay animations in web pages

Flay zounds in web pages

Flay videos in web pages

[0 Show image download placehalders

Shaw pictures -
4| | 3
Fiestore Defaults |

ok I Cancel | Apply |

T

14 | Click on OK to close the Internet Options window

General |Security| F'rivacyl Eontentl Eonnectionsl F'roglamsl .-’-‘«dvancedl

—Home page
% You can change which page to use for your home page.

Address: Ihttp:,l',l'lii.org

|dse Cument | Uze Default |Jze Blank

 Temporary Intermet files

oy Pages you view an the [nternet are stored in a special folder
@& Y for quick viewing later.

Delete Cookies... |  Delete Files... Settings...

— Hiztary

The Hiztory folder containg links to pages you've visited, for
quick access to recently viewed pages,

Drays to keep pages in kiskany: I'I 4 3: Clear History |

Calors... | Fants... | Languages... | Accessibility...l

Cancel | Apply |
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Action

Your browser is now confiqured for Chat with cobrowse
Please see the Best practices section for tips on QuestionPoint Chat

Use the procedure below to configure your IE7 or IE8 browser to use QuestionPoint Chat with cobrowse on the librarian
side.

Step Action

1 Launch Internet Explorer.

Click the Gear icon " on the right side of the Command bar -
w & |@Home [QuestionPoint] ‘ | -0 - ,'_n

If you do not see the command bar, you can hold down the ALT key and type O to open that menu.
Click on Internet Options from the drop-down list.

Tools  Help

Mail and Mews b0
;. Popup Blocker 4
5 Manage add-ons...
I Synchronize. ..

Windows Update

‘ahoo! Messenger
3un Java Console

Internet Options. ..
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3 Click the Setting button in the Tabs section

Internet Options

General |Sev:urit3r || Privacy || Content || onnections || Programs || Ad\ranced|

Home page

/} To create home page tabs, type each address on its own line.
l.
| http:/fquestionpaint.org

[ [ Use current ][ Use default ” Use blank

Browsing history

] fI_ Delete temporary files, history, cookies, saved passwords,
v ,-' and web form information.

Delete... H Settings ]
Search
p Change search defaults.
Tabs
] Chongehonvebpages aredepivedn [ setings | S
— tabs.
Appearance
[ Colors ][ Languages ” Fonts ” Acressibility ]

: [ oK H Cancel ” Apply ]
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4 Look for the "Open Links from other programs in:'

Tabbed Browsing Settings

E@ Warn me when dosing multiple tabs

When a pop-up is encountered:

{®) Always open pop-ups in a new tab

Open links from other programs in:
) A new window
(*) & new tab in the current window
() The current tab or window

() Always open pop-ups in a new window

Enable Tabbed Browsing (requires restarting Internet Explorer)

Always switch to new tabs when they are oeated

Enable Quidk Tabs {requires restarting Internet Explorer)

[ ]open anly the first home page when Internet Explorer starts
Open new tabs next to the current tab

Open home page for new tabs instead of a blank page

() Let Internet Explorer dedide how pop-ups should open

section and select A new window

’ Restore defaults

Ok

|

Cancel

QuestionPoint
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S Action
5 Click the Settings button on the Internet Options screen.
Internet Options
General | Security | Privacy | Content || Gonnections || Programs || Advanced
Home page
/? To create home page tabs, type each address on its own line.
1
E | > http: //questionpoint.org
]
I [ Lse current ] [ Lze default ] [ Lze blank
Browsing history
’I_ | Delete temporary files, history, cookies, saved passwords,
¥ and web form information.
Delete... ] [ Settings ] _
Search
p Change search defaults.
Tabs
Change how webpages are displayed in
tabs.
Appearance
[ Colors ] [ Languages ] [ Fonts ] [ Accessibility ]
1 [ Ok ] [ Cancel ] [ Apply ]
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Action

Click the radio button to the left of Every visit to the page, set the size of the Temporary Internet files folder

to 50 MB*, and Click OK.

Temporary Internet Files and Histor‘,‘kiettingﬁ

Temparary Internet Files

Internet Explorer stores copies of webpages, images, and media
for faster viewing later.

Check for newer versions of stored pages:

(%) Every time I visit the webpage _
O Ewery time I start Internet Explorer

() Automatically

) Never
Disk space to use (3 - 1024MB):
(Recommended: 50 - 250ME)
Current location:

C:\Documents and Settingsleslied\Local Settings\Temporary
Internet Filesh

[ Move folder... ] [ View objects ][ View files

History

Spedfy how many days Internet Explorer should save the list
of websites you have visited,

e
w

Days to keep pages in history: 14

X

Ok

C

:Dhncel

* This is different than the settings for Internet Explorer 6 due to the way temporary Internet files are

handled by the newer versions of IE.
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SN Action

7 Click the Security tab in the Internet Options window.

Internet Options

| General | Security lVPrivacxr/V;JContent-;i Connections ;,'Programs-;j Advanced |

- S e |

Select a zone to view or change security settings.

@ |« v O

Localintranet Trusted sites  Restricted
sites

Internet

0 This zone is for Internet websites, =as
except those listed in trusted and
restricted zones.

Security level for this zone
Allowed levels for this zone: Medium to High
- - Medium-high
2 - Appropriate for most websites
i - Prompts before downloading potentially unsafe

R content

- Unsigned ActiveX controls will not be downloaded

Custom level... Default leve

[ Reset all zones to default level ]

I OK ][ Cancel ] App
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SN

8

Action

With the Internet Globe highlighted, set the security slider to Medium-high*.

Then click on the Custom Level... button

Internet Options

éﬁgp&rﬁaﬂ Security | PrivacylfContentr:‘ Connections i,VProgramsr:‘ Advanced |

Select a zone to view or change security settings. -

e \:% V4 ®

Localintranet Trusted sites  Restricted
sites

Internet

0 This zone is for Internet websites,
except those listed in trusted and
restricted zones.

Security level for this zone
Allowed levels for this zone: Medium to High
- | - Medium-high
£-3 - Appropriate for most websites
i - Prompts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

Custom level...
| Reset all zones to default level ]

I OK ][ Cancel ] App

*If your administrator will not allow you to adjust this setting please see Appendix B of this document
for the custom level settings they will need to apply to your browser. Skip the rest of this step along
with step 7

If you would like to see the timeout clock in your browser’s status bar you MUST enable the option for “Allow
status bar updates via script”.

= | Allow status bar updates via script
() Disable

e
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SN Action

10 Click the Privacy tab in the Internet Options window.

Internet Options

General Securit':.r| Privacy |Cnntent Connections | Programs | Advanced

Settings

E-: To set a standard privacy level instead of using custom
;d) settings, didk the Default button.

Custom

- Advanced or imported settings

by

[ Sites l [ Import ] [ Advanced ] [ Default
Pop-up Blodker
j| Preventmost pop-up windows from
- appearing.
] rurn on Pop-up Blncker-
Ok ] [ Cancel

Under Pop-up Blocker, remove the check in the box for Turn on Pop-up Blocker
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SN

11 Click on Advanced

Internet Options

General Sev:urit':.r| Privacy |Cnntent Connections || Programs || Advanced

Action

Settings

%

Custom

To set a standard privacy level instead of using custom
settings, didk the Default button,

- Advanced or imported settings

3

| sites

l [ Import ] [ Advanced ]-Deﬁnult

Pop-up Blodker

ES]

appearing.
[ ]Turn on Pop-up Blocker

Prevent most pop-up windows from

| o

] [ Cancel

2]
[ 44 You can choose how cookies are handed in the Intemet
i zone. This overndes automatic cookie handing.
Cookies
I—- ﬁ"'—':‘I-~a'—<—-:-—-‘—l':'"l—-'- —I“\ _
= L = L
Cg C e
C o1 (af:
ot
| 0K I Cancel

12 Under "Advanced Privacy Settings", check "Override automatic cookie handling”
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SN Action

13 Check "Always allow session cookies", and click "OK"

2%
f° You can choose how cookies ate handed in the Intemet

zone. This overmdes automatic cookie handing.
Cookies
V' Qvenide automatic cookie handing

Festparty Cookies Thidpasty Cookies
G Accept @ Agcept
€ Block  Block
" Eromet  Promet
% By slow session cookied. 4

o] o |
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SN Action

14 | click the Advanced tab in the Internet Options window.

Internet Options

General || Security | Privacy | Content | Connections P'rograms| Aduanc[%j[

Settings

[0 A ccessibility A
[] mlways expand ALT text for images E
[] Move system caret with focus/zelection changes
[] Rezet text size to medium for new windows and tabs
Reset text size to medium while zooming™®
Reset Zoom level to 100%6 for new windows and tabs
[=] Browsing
[] automatically check for Internet Explorer updates
Close unused folders in History and Favorites™®
[ ] Disable script debugging {Internet Explorer)
[] pisable script debugging {Other)
[] pisplay a notification about every script error
Enable FTP folder wiew {outside of Internet Explorer)
[+] Enable page transitions
< | >
*Takes effect after you restart Internet Explorer

54

[ Restore advanced settings ]

Reset Internet Explorer settings ‘ Th: Restors Advance Settings
N and Reset buttons

Deletes all temporary files, disables browser

add-ons, and resetz all the changed settings. \ DO NOT use these buttons to
Reset or Restore your Internet
You should only use this if your browser is in an unusable state. Explorer unless directed to do
so by your Computer
Administrator or OCLC
Support.

Ok l [ Cancel

15 Scroll until you see your options for HTTP 1.1 Settings

Make sure that you have just one selected. If your library uses a proxy server between your workstation and the
internet, then select Use HTTP 1.1 though proxy connections. If not, then select Use HTTP 1.1

HTTP 1.1 settings
Use HTTP 1.1
. Use HTTP 1.1 through proxy connections
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SN Action

16 Scroll until you see your options for using Java applications.

Internet Options @

.>General I.VSecurity-“ Privacy-, Content | tonnectionsrhAProgramsré Advanced J

To activate Java (Sun):

Settings - 1. Click to put a checkmark
- in the box next to the
=] International* » setting, Use JRE . . .
[] always show encoded addresses 2. Click OK.

Send IDM server names

[] send IDM server names for Intranet addresses

Send UTF-8 URLs

Show Information Bar for encoded addresses

D |l LITE & € Silka izl
. Java (Sun) B

=) Microsoft YM

[[] 1ava console enabled (requires restart)

[] 3ava logging enabled R

[] 217 compiler for virtual machine enabled {requires restart)
i Multimedia : M|
£ |

?

|
|
| =

*Takes effect after wou restart Interne{Explorer

[ Restore advanced settings ]

Reset Internet Explorer settings -
Deletes all temporary files, disables browser
add-ons, and resets all the changed settings.

You should only use this if vour browser is in an unusable state.

[ (0] ][ Cancel ][ Apply ]

Your browser is now confiqured for Chat with cobrowse
Please see the Best practices section for tips on QuestionPoint Chat

Always restart your computer before your shift

For a Windows XP computer, simply do these steps before each shift:
1. Click Start
2. Click Turn off Computer
3. Click Restart

Limit the number of other programs running on your computer
When monitoring chat, it is critical to only run those programs that are essential
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Properly end your chat sessions
Always end your patron chat sessions when they are done. Chat session that have been ended but not closed create
unnecessary strain on QuestionPoint

Properly end your shift
Always use the Log Out link in the chat monitor when ending your shift

Below are the advance security settings for the Internet Zone. This information is to be used by system
administrators to configure the security settings if they have disabled them on your computer.

.NET Framework - reliant components

Option Setting
Run components not signed with Authenticode Disable
Allow Scriptlets Disable

ActiveX controls and plug-ins

Option Setting
Automatic Prompting for ActiveX controls Disable
Binary and script behaviors Enable
Download signed ActiveX controls Prompt
Download unsigned ActiveX controls Disable

Initialize script and ActiveX controls not marked as | Disable
safe for scripting

Run ActiveX controls and plug-ins Enable
Script ActiveX controls marked safe for scripting Enable
Downloads

Option Setting
Automatic prompting for file downloads Disable
File download Enable
Font download Enable

Microsoft VM (if installed)

Option Setting

Java Permissions Low Safety
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Miscellaneous

Option Setting
Access data sources across domains Disable
Allow META REFRESH Enable
Allow scripting of Internet Explorer web browser Disable
control

Allow script-initiated windows without size or Disable
position constraints

Allow webpages to use restricted protocols for Prompt
active content

Display mixed content Prompt
Don’t prompt for client certificate selection when Disable
no certificate or only one certificate exists

Drag and drop or copy and paste files Enable
Installation of desktop items Prompt
Launching programs and files in an IFAME Prompt
Navigate sub-frames across different domains Disable
Open files based on content, not file extension Enable
Software channel permissions Medium Safety
Submit non-encrypted from data Enable
Use Pop-up Blocker Enable
Usedata persistence Enable
Websites in less privileged web content zones can | Enable
navigate into this zone

Scripting

Option Setting
Active Scripting Enable
Allow paste operations via script Prompt
Scripting of Java applets Enable
User Authentication

Option Setting
Logon Automatic logon only in the Intranet zone
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Below are the advance security settings for the Internet Zone. This information is to be used by system
administrators to configure the security settings if they have disabled them on your computer.

.NET Framework

Option Setting
Loose XAML Enable
XAML browser applications Enable
XPS documents Enable

.NET Framework - reliant components

Option Setting
Run components not signed with Authenticode Disable
Allow Scriptlets Disable

ActiveX controls and plug-ins

Option Setting
Allow previously unused ActiveX controls to run Enable
without prompt

Allow Scriptlets Disable
Automatic Prompting for ActiveX controls Disable
Binary and script behaviors Enable
Display video and animation on a webpage that Disable
does not use external media player

Download signed ActiveX controls Prompt
Download unsigned ActiveX controls Disable
Initialize script and ActiveX controls not marked as | Disable
safe for scripting

Run ActiveX controls and plug-ins Enable
Script ActiveX controls marked safe for scripting Enable
Downloads

Option Setting
Automatic prompting for file downloads Disable
File download Enable
Font download Enable
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Enable .NET Framework Setup

Option Setting
Enable .NET Framework Setup Enable
Miscellaneous

Option Setting
Access data sources across domains Disable
Allow META REFRESH Enable
Allow scripting of Internet Explorer web browser Disable
control

Allow script-initiated windows without size or Disable
position constraints

Allow webpages to use restricted protocols for Prompt
active content

Allow websites to open windows without address Disable
or status bars

Display mixed content Prompt
Don’t prompt for client certificate selection when Disable
no certificate or only one certificate exists

Drag and drop or copy and paste files Enable
Include local directory path when uploading path Enable
when uploading files to a server

Installation of desktop items Prompt
Launching application and unsafe files Prompt
Launching programs and files in an IFAME Prompt
Navigate sub-frames across different domains Disable
Open files based on content, not file extension Enable
Software channel permissions Medium Safety
Submit non-encrypted from data Enable
Use Phishing Filter Enable
Use Pop-up Blocker Enable
Usedata persistence Enable
Websites in less privileged web content zones can | Enable
navigate into this zone

Scripting

Option Setting
Active Scripting Enable
Allow Programmatic Clipboard access Prompt
Allow status bar updates via script Enable
Allow websites to prompt for information using Disable
scripted windows

Scripting of Java applets Enable
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User Authentication

Option Setting

Logon Automatic logon only in the Intranet zone
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